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Abstract 

In this paper, a novel watermarking scheme to ensure the authenticity of digital images is presented. In this 

watermarking scheme the characteristics of both spatial and frequency techniques are combined to achieve 

robustness against image processing and geometric transformations. Among the widely used watermarking 

techniques, spread spectrum modulation based method becomes appealing due to its inherent advantage of 

greater robustness and is used widely for various applications. Some watermarking applications, for 

example, digital television broadcasting, Internet protocol television (IP-TV), etc. essentially demand 

development of low cost watermark algorithms in order to implement in real time environment. This paper 

proposes a block based multiple bit spatial domain spread spectrum image watermarking cheme where a 

gray scale watermark image is represented by less number of binary digits using novel channel coding and 

spatial biphasic modulation principle. VLSI implementation using Field Programmable Gate array(FPGA) 

has been developed for the algorithm and circuit can be integrated into the existing digital still camera 

framework. The proposed image watermarking algorithm may be applied for authentication as well  as 

secured communication in real time environment.  

Keywords: SS watermarking, channel coding, biphase modulation, FPGA, VL SI  

I. INTRODUCTION 

Digital watermarking, the art of hiding information in multimedia data, can be considered as  

communication scheme where an auxiliary message is embedded in digital multimedia signals and are 

available wherever latter signals move. The decoded message latter on serves the purpose of copyright 

protection, content authentication, broadcast monitoring, and security in communication etc. Robustness, 

imperceptibility, payload, computational cost, complexity and oblivious extraction are essential criteria in 

digital watermarking schemes needed for data hiding and recovery process. But all these requirements are 

related in conflicting manner and the particular application based algorithm emphasizes on one or more 

such requirements to a greater extent (vikram K, 2011). The SS modulation technique in digital 
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communication offers anti-jamming and interference rejection property. These had motivated the several 

researchers for developing SS water-marking algorithms for multimedia signals either in spatial domain or 

in transform domain by using Discrete Cosine Transform (DCT), Fourier-Mellin, Discrete Hilbert 

Transform (DHT), and wavelet decomposition (vikram K, 2011). SS watermarking schemes, although can 

be implemented in various different way, the method that uses distinct pseudo noise (PN) spreading codes 

for embedding each binary digit is popular and proven to be efficient, robust and cryptographically secured. 

At this point the use of various channel coding schemes and M–ary modulation techniques can be found 

efficient for robustness improvement as they are widely used in digital communication for improving data 

transmission reliability. Spread spectrum (SS) watermarking, although has  proven to be cryptographically 

secured and robust(5,6) may also be used to design fragile and semi fragile watermarking by keeping the 

chip rate smaller. The term chip rate in SS watermarking indicates the number of cover signal's sample over 

which each  watermark bit is spread (7). Such image watermarking algorithms when developed in spatial 

domain may provide facility of real time implementation through hardware realization. Hardware 

implementation of digital watermarking offers advantages over software realization in terms of less area, 

low execution time, and less power (8,9).If a chip is fitted in the digital devices, the output video or images 

can be marked right at the origin although the same can be done using software after those videos or images 

downloaded to the computer But in this case embedding software will take more time compared to 

hardware. The example of TV Digital Image Watermarking �

significance where digital media is to be marked in real time and hardware is the only solution. VLSI 

architecture have been developed for some of the digital image and video watermarking algorithms. The 

objective of this paper is to develop an image watermarking algorithm that can serve the purpose of media 

authentication as well as secured communication of a image like message signal in real time environment. 

This has been accomplished by exploiting the strong spatial correlation of the neighboring pixel values of 

the cover image. This correlation offers relative stability of the MSB (most significant bit) planes of the 

gray levels against various image processing operations and is used for watermark signal representation. 

Gray scale image is used as information signal! watermark so that decoded message preserves its 

recognizability when watermarked images undergo noise addition or other signal processing operations. 

Robustness is further improved using channel coding scheme in the form of variable redundancy that is 

incorporated among the different bit planes of the watermark based on their relative significance. Spatia 

bi-phase modulation scheme reduces effective payload capacity that is increased in channel coding 

scheme.VLSI design using FPGA has also been developed for both watermark embedding and decoding 

process The rest of the paper is organized as follows. Section II describes the proposed watermarking 

algorithm. Section III represents Scots the digital desin of proposed method respectively. 

II. PROPOSED ALGORITHM 

The cover image of size (Mc× Nc) is partitioned into(8 × 8) non-overlapping blocks. Each image block is 

then decomposed using Fast Walsh transform [8] The size of the image block is considered (8 × 8) in order 

to make the scheme compatible with JPEG compression operation. The widely used code pattern for SS 

modulation technique is pseudo noise (PN) sequence and is generated using LFSR (Linear feedback shift 
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register)[9]. The size of the PN sequence is identical to the size of the Walsh coefficient matrix. Thus a set 

of PN matrices denoted by (Pi) of number (Mm.Nm) are generated. It is preferable to use antipodal 

signaling scheme for data embedding in order to increase robustness performance. So the data embedding 

rule can be expressed as follows:  

A. Message Encoding and Watermark Embedding Step 1: Ring message formation The cover image ( I ) is 

divided into kl x kl non overlapping blocks where the value of kl may be 2, 4, 8, 16 etc. The MSB plane of 

2-D pixel values of each block are converted to 1-D string and are concatenated to form a large string of 

pixel values (string 1). Another binary string is formed using the different bit plane values of the gray-scale 

watermark image. An extended binary string (string 2) is made y incorporating different degree of 

redundancy  repeating by suitable odd number of times) among the various bits based on their relative 

significance. Strings 1 and 2 are partitioned into sub strings of equal and fixed number of symbols. If there 

occurs more than 50% positional match of the symbols in the two respective sub strings of strings 1 and 2, 

a bit '1' is assigned for the sub string otherwise bit '0' Bit 'I' indicates in-phase condition of two sub strings 

while out of phase condition is denoted by bit '0' Assigning a binary digit corresponding to each substring 

of particular number of symbols is called as bi-phase modulation technique. The newly obtained binary 

string is the derived watermark to be embedded in the host signal. Step 2: Watermark embedding & 

formation of watermarked image It is preferable to use antipodal signaling scheme for data embedding in 

order to increase robustness performance. So the data embedding rule can be expressed as follows: 

Xe =X + kP if b = 0 

X - kP if b = I 

Where X is the pixel value of the cover image, Xe is the pixel value of the watermarked image, k is the 

modulation index, P is the PN(Pseudo noise) matrix. Watermark dehiding & message decoding The 

watermark recovery process requires the sets of PN matrices (Pi) that were used for data embedding. 

Different steps for watermark decoding are described as follows: 

Step 1: Correlation calculation 

Correlation values between the watermarked image matrix and each code pattern of the set (Pi) are 

calculated. We have a total of (Mm.Nm) (equal to the number of watermark bits) correlation values (mi) 

where i--I, 2,.. Mm.Nm. The decision rule for the decoded watermark bit is as follows: (i) formi > 0, the 

extracted bit is 0 (ii) for mi < 0, the extracted bit is.  

Step 2; Substring decoding 

MSB plane of the watermarked image or its distorted version is picked up in the same way as was used for 

binary message formation and partitioned into substrings of fixed and equal number of bits. Biphase 

demodulation scheme is used in this stage. Based on the value of a binary digit in the decoded watermark, 

the substring either remains unchanged (if detected bit is '1') or complemented (if detected bit is '0').   
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Step 3: Message decoding 

Each substring obtained is then partitioned into sub substrings (smaller substrings) according to the rules 

used during watermark embedding. Binary detection is  then applied for each sub substring based on the 

majority decision rule i.e. if more than 50% symbols are '1' in a sub substring, decision for decoding is '1', 

otherwise '0' The binary digit of all the sub substrings of a substring are then converted to the pixel and gray 

scale watermark image is decoded.  

III. VLSI DESIGN FOR PROPOSED METHOD 

The synthesis of both the watermark embedding and decoding will be implemented on Xilinx (ISE version 

12.1) based FPGA. The Virtex series of FPGA to fit the complexities of the design must be chosen. The 

device to be used is xc4vlx25- 10ff676 for the implementation and the language to be used is VHDL. The 

behavioral simulation should be done with Modelsim XE III 6.le to verify the functionality of the design. 

Fig.1 shows the top-level RTL schematic  

A. Digital Design of Watermark Embedding.  

Digital Design of Watermark decoding. Digital Design of Watermark embedding The VLSI design is made 

here for the cover image of size (256 x 256) with 8 bits per pixel. On the other hand, the watermark image 

size taken was (64 x 64), with 4 bits per pixel. Now, the cover image is partitioned in (8 x 8) non- 

overlapping blocks and watermark image in (2 x 2) non-overlapping blocks. Say the partitioned watermark 

images are a, b, c, d. The partitioning of the cover and the watermark image followed by the conversion of 

the integer image data to binary was done with the help of MATLAB. With the binary image data for both 

the partitioned cover and the partitioned watermark image, we put them in the test bench as input cover and 

input watermark image. The partitioned cover and the watermark image data in binary are padded with 0 in 

the sign bit to represent the signed image data. So, 8 bit/pixel grey scale cover image is now represented by 

9 bits and 4 bits/pixel grey scale watermark image is represented by 5 bits. Then normalization is done for 

the pixel values of the cover image by subtracting 128 from each gray values and normalization circuit is 

shown in Fig. 1. Figs. 2,3,4 represent the corresponding redundancy addition to the respective bit plane of 

each pixel value for the watermark image.( Fig. 5) finally indicates how a string of 64 bits are formed for 

the 4 pixel values of the watermark image. The generation of Pseudo Noise(PN) code using LFSR(Linear 

eedback Shift Register) is shown in Fig.6. Fig. 7 shows the required circuit for watermark embedding. 

Code Generation module: VLSI architecture of spreading code generation unit consists of the two major 

sub blocks, PN1 and PN2 blocks. Each block enerates two set pseudo noise (PN) sequences of length 64 

These PN sequences are added and is obtained at the output of each block. The outputs of PN1 and PN2 

blocks are subtracted and the result is passed through a zero/one padding unit. The resultant PN sequence is 

obtained at the output of padding  nit. Data embedding module: The output from code  generation unit is 

added with the output from Walsh transform unit to obtain coefficient of the embedded data.  
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B. Digital Design of Watermark Decoding 

Watermark decoding is accomplished by calculating the correlation values between the watermarked image 

block and respective LFSR outpu matrices. Similarly block Embedx buffer represents elements of 

embedded matrix Blocks A, B and C shown in this figure represent the hardware for necessary 

multiplication and addition for correlation calculation. Block F indicates the accumulated sum for the 

correlation values and its output is divided by 64 to obtain normalized correlation value. Correlation 

calculation module: The code generation units PN1 and PN2 used at transmitter are also used here. Input 

A[15:0] is set to zero. The Walsh coefficients are applied to the input pin (15:0)with the clock C. The PN 

sequences coming from PN1 and PN2  are applied to the control input of MUXs. If the element of the 

code matrix is ”1”, then it allows the value of B(15:0) to pass through MUXs. On the other hand, if the 

element of the code matrix is ”0”, it allows the value of A(15:0) to pass through MUXs. The outputs of the 

MUXs are fed to the one input of the adders unit. The outputs of the adders are fed to the data registers and 

outputs of the data register are fed back to the other inputs of the adders. Applying proper state sequence to 

C1, the correlation values Q(15:0), R(15:0), S(15:0),T(15:0) are calculated. The required components of 

this unit are four MUXs (16 bit)- 2:1, 4- adders (16 bit), 4 data registers (16bit), PN1 and PN2 units. 

 

                         Fig. 1: Normalization Circuit 

  

 

Fig. 2: Encoding of MSB of Watermark PixelAdding Redundancy 9 Times) 
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Fig. 3: Encoding of 2nd bit of Watermark Pixel 

 

 

 

Fig. 4: Encoding of 3rd and 4th bit of Watermark Pixel 

(without Adding Redundancy) 

 

 

 

Fig. 5: Encoding of 4 bits Watermark Image into 64 bits 
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Fig. 6: PN Code Generator using LFSR 

 

 

 

 

Fig. 7: Circuit of Watermark Embedding Block 

 

 

IV. RESULTS 

A. Performance Evaluation 
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The proposed watermarking methodology is based on the combination of channel coding and spread   

spectrum technique. We consider a 4 bits/pixel of size (64 x 64) and 8 bits/pixel of size 256 x 256) 

grayscale images as watermark and the cover image respectively for experiment purpose. The binary 

watermark image of size (32x 32) is obtained using spatial bi-phase modulation by assigning a binary digit 

for a substring consisting of 64 bit symbols. The proposed SS watermarking method has been tested against 

mean, median filtering, noise addition, image sharpening and lossy compression operations and the 

experiment results show that the proposed method is robust against such signal processing operations. . 

 

B. Results of Hardware Implementation 

 

Fig. 8: Behavioral Simulation Output Shown in Modelsim XE 6.3e 

 

TABLE 1: SYNTHESIS RESULTS FROM XILINX ISE 12.1 
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The behavioral simulation is done in Modelsim SE 6.3f. The synthesis result is shown in table 1. The 

minimum clock period is 4.6ns (Maximum frequency: 220 MHz). Maximum output required time after 

clock is 102.5ns. Maximum combinational path delay: 104ns. 

V. CONCLUSION 

The paper proposes a semi fragile spatial image watermarking scheme by combined use of channel coding 

and spread spectrum modulation. The algorithm is simple with low computation cost and can be easily 

implemented in hardware. Digital design of the proposed algorithm using FPGA will be developed and thus 

makes it suitable for real time authentication as well as secured communication. 

References 

Wu M. and  Liu B, (1999), Multimedia Data Hiding, New York : pringer-Verlag, 2002 Smith, Joe, , 

One of Volvo's core values. (Online) Available: http://www.volvo.com/environment/index.htm (July 7, 

1999) 

Special issue on copyright and privacy protection, IEEE Journal on Selected Areas in Communication 

(JSCA), 16(4), May 1998. 

Special issue on enabling security technologies for digital right management, Proceedings of IEEE, 92(6), 

June 2004  

Paquet. A.H, Ward.R.K, and  Pitas. I, Wavelet packet-based digital watermarking for image verification 

and authentication, Signal processing, 83, pp. 2117-2132, 2003. 

Cox .I.J,  Kilian .J,  Leighton.T, and  Shamoon .T, Secure spread spectrum watermarking for 

multimedia, IEEE Transaction on Image Processing, 6 (12), pp. 1673-1687, 1997. 



Computer Engineering and Intelligent Systems   www.iiste.org 

ISSN 2222-1719 (Paper) ISSN 2222-2863 (Online) 

Vol 2, No.3 
 

159 

 

Maity. S.P,  Kundu. M.K. and  Das T.S., "Robust SS watermarking with improved capacity", Pattern 

Recognition Letters "Advances in Visual Information Processing", Elsevier,28, pp. 350-357, 2007. 

Maity. S,P,  Banerjee.A, A. and . Kundu M. K, VLSI design of  Spread Specturum Image 

watermarking-113th National conference on communications (NCC-2007), Indian Institute of  

Technology 

Techn N.  Mathai, J,  Kundur D. and Sheikholeslami A, Hardware implementation perspectives of digital 

video watermarking algorithms, IEEE Transaction on Signal Processing, vol. 51, pp. 925- 938, April 2003 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 


